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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM OVERVIEW AND COMPANY INFORMATION

Technical Lead — E-commerce Platform

Company Information

Organization: Zahraah

Location: Sana’a, Yemen
Employment Type: Full-Time
Department: Information Technology

Seniority Level: Technical Leadership with Hands-on Engineering Responsibilities

About the Role

Zahraah is seeking a highly experienced and hands-on Technical Lead to lead the development and

improvement of the technical architecture supporting its e-commerce platform and mobile application.

This role also includes a key responsibility for building and establishing the technical team

responsible for the platform.

We are looking for an experienced software engineer who can combine technical leadership with
practical execution. The successful candidate will not only manage people or assign tasks, but will also
actively participate in system analysis, architectural decision-making, code reviews, critical issue
resolution, and the development of a structured plan to improve the existing platform and gradually

transition toward a more stable, secure, and scalable architecture.

The Technical Lead will be responsible for assessing the organization’s technical requirements,
defining the appropriate team structure, participating directly in candidate evaluation and recruitment,

establishing engineering standards, and leading the team toward measurable results.

The role involves reviewing the current Laravel and MySQL-based platform, analyzing its architecture,
data models, integrations, and e-commerce workflows, and evaluating the proposed target architecture

using Node.js, TypeScript, Medusa, and PostgreSQL.

The transition must be planned and executed without unnecessarily disrupting existing customers or

business operations.

This position is suitable for someone with strong practical experience in building and operating real
production systems, translating complex operational requirements into clear technical solutions, and

building and leading a capable multidisciplinary technology team.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM OBJECTIVES AND TECHNICAL TEAM

Role Objectives

The primary objectives of this role are to:

e Conduct a comprehensive and objective assessment of the current technical environment.

e Resolve issues affecting platform stability, performance, security, and maintainability.

e Create a clear roadmap for improving or rebuilding the platform.

e Validate the suitability of the proposed architecture and technologies before full implementation.

e Build a sustainable technical team capable of developing and operating the platform.

e Reduce dependency on individual team members through documentation, standards, and knowledge
sharing.

e Protect the integrity of product, customer, inventory, order, payment, and wallet data throughout the
transition.

e Establish a disciplined engineering process for development, testing, deployment, monitoring, and

incident response.
Key Responsibilities

1. Building and Establishing the Technical Team

e Assess the current technical environment and identify the roles and skills required within the team.

e Recommend an appropriate team structure based on workload, priorities, budget, and project stages.

e Determine the need for Backend, Flutter, QA, DevOps, Data, Security, and other specialist roles.

e Prepare or review job descriptions and technical evaluation criteria for each position.

e Participate directly in CV screening, technical interviews, practical assessments, and candidate
evaluation.

e Evaluate candidates based on real production experience, problem-solving ability, technical judgment,
communication, and professional ownership.

e Provide clear hiring and contracting recommendations to management.

e Develop structured onboarding plans for newly hired team members.

e Define responsibilities, ownership areas, reporting lines, and technical decision-making authority.

e Prevent unclear ownership, duplicated responsibilities, or critical areas without an accountable owner.

e Establish a team culture based on code review, documentation, testing, transparency, and professional
accountability.

e Mentor team members and support their technical development.

e Evaluate team performance based on measurable outcomes rather than the number of completed tickets

alone.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM ARCHITECTURE AND BACKEND DEVELOPMENT

e Determine which responsibilities require permanent employees and which may be handled by temporary
specialists or contractors.
e Build a team and operating model that does not depend entirely on the Technical Lead or any other

single individual.

The Technical Lead will not be expected to perform all Backend, Flutter, QA, DevOps, and
infrastructure responsibilities alone. However, the Technical Lead will be accountable for identifying the
required expertise, selecting suitable specialists, defining standards, reviewing technical quality, and

ensuring effective coordination across the team.

2. Technical Leadership and Architecture

e Review the existing architecture of the platform, mobile application, databases, integrations, and
infrastructure.

e Identify and classify technical issues and risks according to severity, business impact, urgency, and
dependency.

e Develop a roadmap for resolving current issues and improving stability, performance, security, and
maintainability.

e Separate immediate stabilization work from medium-term improvements and long-term platform
rebuilding.

e Design and validate the target architecture before committing to full implementation.

e Evaluate the use of Medusa or other proposed technologies and explain their benefits, limitations, risks,
and migration costs.

e Determine which parts of the existing system should be repaired, replaced, retained, or migrated
gradually.

e Document architectural decisions, supporting reasons, considered alternatives, risks, and trade-offs.

e Avoid unnecessary full-system rewrites without a clear technical and commercial justification.

e Establish engineering standards for code quality, architecture, documentation, testing, review, and
deployment.

e Ensure the platform remains maintainable and does not become unnecessarily complex.

3. Platform and Backend Development

e Participate directly in the development and review of backend services using Node.js and TypeScript.

e Lead the design or implementation of custom modules using Medusa v2 or comparable headless
commerce platforms.

e Read and understand the existing Laravel codebase, including data models, routes, background jobs,

integrations, and business rules.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM E-COMMERCE OPERATIONS AND DATA MIGRATION

e Design and build REST APIs with clear contracts, versioning, consistent error handling, pagination, and
compatibility strategies.

e Establish standards for authentication, authorization, input validation, rate limiting, and sensitive data
handling.

e Maintain compatibility between the current and new platforms during the transition period.

e Review code quality and technical designs before merging and releasing changes.

e Manage technical debt according to clear priorities rather than through uncoordinated changes.

e Ensure that new solutions are testable, maintainable, observable, and scalable.

e Participate in critical implementation work when direct technical involvement is required.

4. E-commerce and Business Operations

e Design and review product, pricing, promotion, cart, and checkout workflows.

e Ensure the integrity of the order lifecycle from creation through confirmation, fulfillment, delivery,
cancellation, return, or refund.

e Review inventory reservation logic and prevent overselling, quantity conflicts, and inconsistent stock
states.

e Design and review cash-on-delivery, local payment gateway, wallet, balance, and store-credit workflows.

e Prevent duplicate financial operations through appropriate idempotency controls.

e Establish reconciliation processes and safe rollback procedures for financial workflows.

e Translate operational and financial requirements into clear, testable technical rules.

e Support product catalog management, categories, attributes, variants, pricing, and inventory.

e Improve search, filtering, ranking, merchandising rules, and product discovery.

e Support recommendation and dynamic personalization capabilities where appropriate.

e Work closely with operations and finance teams to understand real business cases rather than designing

systems based only on technical assumptions.

5. Data Architecture and System Migration

e Review the current data models, database tables, relationships, constraints, and data quality.

e Evaluate and lead the transition from MySQL to PostgreSQL if the migration plan is approved.

e Develop a structured migration plan for product, customer, inventory, order, payment, wallet, and
operational data.

e Establish reconciliation and validation rules before and after migration.

e Prevent data loss, duplication, corruption, or inconsistencies between systems.

e Design a gradual rollout strategy with safe rollback capabilities.

e |dentify the source of truth for each data domain during the transition.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM INTEGRATIONS, SECURITY, RELIABILITY AND OPERATIONS

e Define procedures for investigating and resolving discrepancies discovered during reconciliation.

e Separate operational data from reporting, analytics, and data warehouse workloads where appropriate.
e Document migration, validation, recovery, and rollback procedures.

e Ensure that data migration decisions are coordinated with business, finance, and operational

stakeholders.

6. Integrations

e Lead integration between the platform and the Flutter mobile application through unified and documented
API contracts.

e Review payment, shipping, SMS, WhatsApp, and push-notification integrations.

e Design integrations so that external service providers can be replaced without rebuilding major parts of
the platform.

e Manage webhooks, background jobs, and domain events while preventing duplicate processing.

e Establish appropriate retry, timeout, failure-handling, and fallback strategies.

e Design for situations where external providers become unavailable, delayed, or unreliable.

e Review Firebase, FCM, mobile notification, analytics, and marketing event integrations.

e Oversee integration with accounting, operational, reporting, and other internal systems when required.

e Ensure that critical integration operations have sufficient logs, identifiers, and audit records for

troubleshooting and reconciliation.

7. Quality, Security, Reliability, and Operations

e Define and implement security standards for backend services and APIs.

e Review authentication, authorization, input validation, secrets management, and access control.

e Protect personal and financial information and prevent sensitive data from appearing in logs or analytics
platforms.

e Define the required testing strategy for critical workflows, especially checkout, payment, wallet, order,
inventory, and data migration.

e Establish mandatory code review before merging and deployment.

e |mprove development, testing, staging, and production environments.

e Oversee CI/CD, Docker, environment configuration, backup, and recovery processes.

e Establish appropriate monitoring, logging, error tracking, alerting, and observability.

e Lead a structured response to production incidents and critical failures.

e Conduct root-cause analysis after significant incidents and define preventive actions.

e \Verify system behavior after release rather than relying only on successful deployment status.

e Define business continuity and disaster-recovery procedures for critical services.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM DELIVERY MANAGEMENT AND REQUIRED QUALIFICATIONS

e Ensure that releases include rollback plans, validation steps, and clear ownership.

8. Delivery Management and Cross-Functional Coordination

e Break projects into clear phases, measurable deliverables, and manageable implementation tasks.

e Set priorities in coordination with management, product, operations, finance, and other stakeholders.

e Review Backend and Flutter work and coordinate delivery with QA and DevOps.

e Remove technical blockers and help team members make sound engineering decisions.

e Conduct effective technical reviews and focused engineering meetings.

e Provide clear reports on progress, risks, dependencies, costs, staffing needs, and major decisions.

e Explain the business impact of technical decisions in language that non-technical stakeholders can
understand.

e Prevent uncontrolled scope expansion and unclear project ownership.

e Take responsibility for delivery quality from initial analysis through implementation, release, and
production monitoring.

e Ensure that sprint or project progress reflects real production value rather than activity alone.

Required Qualifications

e Bachelor’s degree in Computer Science, Software Engineering, Information Technology, or a related
discipline, or equivalent proven professional experience.

e At least seven years of practical experience in backend engineering and production software systems, or
a strong professional record demonstrating an equivalent level of expertise.

e Proven experience leading a technical team, establishing a team, or participating directly in engineer
recruitment and evaluation.

e Experience leading architectural decisions, system migration projects, platform rebuilding, or major
modernization programs.

e Experience working on real production systems used by customers and supporting active business
operations.

e Strong proficiency in Node.js, TypeScript, and JavaScript.

e Strong experience designing and building REST APIs.

e Practical experience with SQL, relational database design, constraints, indexing, migrations, and query
performance.

e Strong working knowledge of PostgreSQL, with the ability to understand existing MySQL systems.

e Experience with Redis, caching, background jobs, queues, and event processing.

e Deep understanding of e-commerce order, payment, inventory, return, and fulfillment lifecycles.

e Ability to read and understand existing Laravel applications, business logic, and database structures.
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM QUALIFICATIONS, PREFERRED EXPERIENCE AND WORKING STYLE

e Practical understanding of application security, API security, authorization, secrets management, and
sensitive data protection.

e Experience with automated testing, integration testing, code review, and release-risk reduction.

e Experience with Git, branching strategies, pull requests, and development, staging, and production
environments.

e Strong analytical ability to turn incomplete requirements into clear designs, acceptance criteria, and
implementation plans.

e Experience responding to production incidents using logs, monitoring, traces, and structured root-cause
analysis.

e Ability to build a team, delegate responsibility, and maintain strong engineering quality controls.

e Clear Arabic communication skills and the ability to read and write technical documentation in English.

Preferred Qualifications

e Experience with Medusa v2, or the demonstrated ability to learn and evaluate it quickly.

e Experience with headless commerce platforms or comparable modular architectures.

e Experience rebuilding or migrating an existing e-commerce platform.

e Experience migrating data between MySQL and PostgreSQL.

e Experience with payment systems, digital wallets, balances, store credit, or financial ledgers.

e Knowledge of idempotency, reconciliation, auditability, and safe rollback patterns.

e Experience with Meilisearch, Elasticsearch, or comparable search technologies.

e Experience with Docker, CI/CD pipelines, and environment-specific secrets management.

e Experience with observability, error tracking, logging, and tools such as Sentry.

e Familiarity with Flutter applications and mobile API contracts.

e Experience with Firebase, FCM, push notifications, and analytics events.

e Experience with BigQuery, data warehouses, or separate analytical data layers.

e Experience with e-commerce in Yemen or similar markets involving cash on delivery, local gateways,
SMS, WhatsApp, and operational delivery constraints.

e Experience with recommendation systems, personalization, dynamic collections, or merchandising rules.

e Experience managing small multidisciplinary technology teams.

e Experience working with external contractors and specialist technology providers.

e Practical use of Al-assisted tools for analysis, development, testing, documentation, and repetitive

engineering work, with full human review and accountability.

Required Mindset and Working Style
We are looking for someone who:
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM WORKING STYLE AND FIRST 50-DAY OUTCOMES

e Takes responsibility for solutions from initial analysis until they are operating reliably in production.

e Can build a capable team rather than attempting to perform every responsibility personally.

e Understands when to handle a task directly and when to delegate it to a specialist.

e Does not recommend rebuilding everything without understanding the existing system, migration cost,
and business impact.

e Can balance ideal technical solutions with time, budget, team capacity, and operational reality.

e Communicates alternatives, risks, and limitations clearly.

e Does not hide important problems until release day.

e Values data integrity and financial correctness as much as clean code.

e Can lead technically while continuing to write and review code when required.

e Uses monitoring, logs, traces, and evidence when investigating failures rather than relying on
assumptions.

e Documents decisions, transfers knowledge, and avoids becoming a single point of failure.

e Uses artificial intelligence as a productivity tool, not as a substitute for engineering judgment, security

review, or professional accountability.

Expected Outcomes During the First 50 Days

First 20 Days

e Review the current architecture, databases, services, integrations, and infrastructure.

e Document product, order, inventory, payment, wallet, and fulfillment workflows.

e Produce a prioritized list of technical issues and risks.

e Review security, backups, monitoring, deployment environments, and operational readiness.
e FEvaluate the proposed target architecture and available migration options.

e Present an initial technical-team structure and identify the highest-priority roles.

First 30 Days

e Resolve a defined set of critical technical issues.

e Establish standards for coding, code review, testing, documentation, and release management.

e |mprove testing and staging environments, deployment processes, monitoring, and incident visibility.
e Deliver a proof of concept or an operational module using the proposed architecture.

e Prepare a detailed data migration and mobile integration plan.

e Begin recruiting or selecting the highest-priority members of the technical team.

First 50 Days
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ZAHRAAH | TECHNICAL LEAD - E-COMMERCE PLATFORM JOB DETAILS AND HOW TO APPLY

e Finalize and obtain approval for a phased technical roadmap with measurable deliverables.
e Complete or begin hiring for the essential technical roles.

e Define the responsibilities, ownership areas, and review processes for each team member.
e Release the first production improvement or module under the new engineering standards.
e Establish reconciliation, verification, rollback, and recovery procedures.

e Create essential architectural documentation and operational runbooks.

e Present a realistic timeline, staffing model, budget estimate, and risk assessment for subsequent stages.

Job Details

e Employment Type: Full-Time.

e Location: Sana’a, Yemen.

e Department: Information Technology.

e Seniority Level: Hands-on Technical Lead and Technical Team Builder.

e Role Structure: Technical leadership, team formation, system analysis, architecture, development, and
code review.

e Reporting Line: Reports to the management team responsible for the platform and technology program.

e Authority: Direct participation in team structure decisions, candidate evaluation, hiring
recommendations, technology selection, and engineering standards.

e Start Date: To be agreed upon following completion of the selection process.

How to Apply

Please submit your CV together with a concise cover note addressing the following:

1. The strongest backend system or platform you have worked on in a real production environment.

2. An example of a technical team you helped establish or lead, including its size and the roles involved.

3. An example of a difficult architectural decision you made under time, budget, staffing, or system-stability
constraints.

4. Your experience with Node.js, TypeScript, and relational databases.

5. Your experience with e-commerce, payments, inventory, wallets, fulfillment, or third-party integrations.

6. An example of a complex production incident and how you used monitoring, logs, or tracing to identify
and resolve the root cause.

7. Your experience reading, maintaining, or modernizing existing Laravel systems.

8. A brief explanation of how you use Al-assisted tools for analysis, testing, documentation, or repetitive

engineering tasks.
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